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DETAILED ACTION 

This Office Action is in response to Request for Continuation Examination (RCE) filed 
September 24, 2008. Claim 6 lias been cancelled as requested by Applicant. Claims 
1-5, 7-20 are presented for further examination. 

Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary sl<ill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1-2, 7-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Burt et al. (hereinafter "Burt", US Patent Publication Application 2005/0005202 A1) in 
view of Aaron et al. (hereinafter "Aaron", US Patent Publication 2003/0188191 Al). 

As per claim 1 , Burt discloses a router for coupling into a computer network along which 
network traffic flows in a form of packets, wherein the network comprises a 
management system, the router comprising: 

• at least one monitoring circuit coupled to the network, wherein the at least one 
monitoring circuit is operable to examine packets communicated to the router and to 
provide network information associated with selected ones of the examined packets 
(paragraphs [0022-0023, 0038]); 
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• circuitry for processing the provided network information based on a second type of 
analysis requested by at least one node coupled to the network (paragraphs [0117- 
0118]); 

• circuitry for including processed network information based on the second type of 
analysis into one or more packets (paragraphs [0119, 0121]); 

• circuitry for transmitting the one or more packets with processed network information 
based on the second type of analysis over a data path in the network to the at least 
one node coupled to the network, wherein the at least one node is included within a 
second management system of a second network and is outside of the management 
system (paragraphs [0122-0123]) 

Burt does not explicitly disclose: 

• processing provided network information based on a first type of analysis requested 
by the first management system; 

• transmitting processed network information based on the first type of analysis to the 
first management system. 

However, the use and advantages of processing and transmitting processed information 
based on a first type of analysis is well-known to one of ordinary skill in the art at the 
time the invention was made as evidenced by Aaron (paragraphs [0030-0031 , 0050- 
0051 , 0062]). 

Therefore, one of ordinary skill in the art at the time the invention was made 
would have found it obvious to implement or incorporate Aaron's processing and 
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transmitting based on a first type of analysis in Burt's router in order to detect anomalies 
and determined which computers will be affected by the anomaly in the future. 

As per claim 2, Burt discloses the router of claim 1 , wherein the management system 
comprises a plurality of nodes operable to communicate according to a network 
management system protocol (paragraphs [0017, 0030]). 

As per claim 7, Burt discloses the router of claim 1 wherein the circuitry for transmitting 
is further for transmitting the one or more packets along the network to at least one 
node that is part of the management system (paragraphs [0035-0036]). 

As per claim 8, Burt discloses the router of claim 1 , wherein the circuitry for transmitting 
is further for transmitting the one or more packets along the network to a plurality of 
nodes coupled to the network; and 

wherein the plurality of nodes are outside of the management system, 
(paragraphs [0022-0024, 0027]). 

As per claim 9, Burt discloses the router of claim 1 , and further comprising: 

• wherein the circuitry for transmitting is for transmitting a first set of the one or more 

packets along the network to a first respective node coupled to the network 

(paragraphs [0024, 0119]); 
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• wherein the circuitry for transmitting is for transmitting a second set of the one or 
more packets along the network to a second respective node coupled to the network 
(paragraph [0023]); and 

• wherein the first respective node and the second respective node are outside of the 
management system (paragraphs [0023, 0026, 0131]). 

As per claim 1 0, Burt discloses the router of claim 9, wherein the first set of the one or 
more packets corresponds to a first type of analysis performed by the circuitry for 

processing the provided network information; and 

wherein the second set of the one or more packets corresponds to a second type of 
analysis, different from the first type of analysis, performed by the circuitry for 
processing the provided network information (paragraphs [0039-0117]). 

As per claim 1 1 , Burt discloses the router of claim 1 , wherein the at least one monitoring 
circuit is operable to examine packets in response to a set of criteria; and 
wherein the selected ones of the examined packets correspond to packets that satisfy 
the set of criteria (paragraphs [01 17, 0123]). 

As per claim 1 2, Burt discloses the router of claim 1 wherein the network comprises the 
global Internet (paragraph [0030]). 
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As per claim 13, Burt discloses the router of claim 1 wherein the network is selected 
from a group consisting of a cell-based network and a packet-based network (paragraph 
[0030]). 

As per claim 14, Burt discloses the router of claim 1 wherein the provided information 
comprises information copied from the examined packets (paragraph [0031]). 

As per claim 15, Burt discloses the router of claim 1 wherein the provided information 
comprises information not included in the examined packets (paragraph [0038]). 

As per claim 16, Burt discloses the router of claim 1 wherein the provided information is 
selected from the set consisting of packet time of arrival data, port arrival data, number 
of discarded packets, error packets, port utilization, and buffer utilization (paragraph 
[0026]). 

As per claim 17, Burt discloses the router of claim 1 and further comprising a plurality of 
routers, and wherein each router in the plurality of routers is for coupling into the 
computer network, and wherein each router of the plurality of routers comprises: 
• at least one monitoring circuit coupled to the network, wherein the at least one 
monitoring circuit is operable to examine packets communicated to the router and to 
provide network information associated with selected ones of the examined packets 
(paragraphs [0022-0023, 0038]); 
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• circuitry for processing the provided network information based on a second type of 
analysis requested by at least one node coupled to the network (paragraphs [0117- 
0118]); 

• circuitry for including processed network information based on the second type of 
analysis into one or more packets (paragraphs [0119, 0121]); 

• circuitry for transmitting the one or more packets with processed network information 
based on the second type of analysis over a data path in the network to the at least 
one node coupled to the network, wherein the at least one node is included within a 
second management system of a second network and is outside of the management 
system (paragraphs [0122-0123]) 

Burt does not explicitly disclose: 

• processing provided network information based on a first type of analysis requested 
by the first management system; 

• transmitting processed network information based on the first type of analysis to the 
first management system. 

However, the use and advantages of processing and transmitting processed information 
based on a first type of analysis is well-known to one of ordinary skill in the art at the 
time the invention was made as evidenced by Aaron (paragraphs [0030-0031 , 0050- 
0051 , 0062]). 

Therefore, one of ordinary skill in the art at the time the invention was made 
would have found it obvious to implement or incorporate Aaron's processing and 
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transmitting based on a first type of analysis in Burt's router in order to detect anomalies 
and determined which computers will be affected by the anomaly in the future. 

As per claim 1 8, Burt discloses the router of claim 1 7 wherein at least two of the routers 

in the plurality of routers are operable to include respective processed information into a 
respective set of one or more packets for transmission to a same destination node 
(paragraph [0022]). 

As per claim 1 9, Burt discloses the router of claim 1 8 wherein the same destination 
node is outside of the management system (paragraphs [0022-0024, 0027]). 

As per claim 20, Alexander discloses a method of operating a router that is coupled into 
a computer network along which network traffic flows in a form of packets, wherein the 
network comprises a management system, the method comprising: 

• operating a monitoring circuit to examine packets communicated to the router and to 
provide network information associated with selected ones of the examined packets 
(paragraph [0023]); 

• processing the provided network information (paragraph [01 17]); 

• including the processed network information into of one or more packets (paragraph 

[0119]); 
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• transmitting the one or more packets along the network to at least one node 

coupled to the network, wherein the at least one node is outside of the management 
system (paragraph [0121]). 

3. Claims 3-4 are rejected under 35 U.S.C. 103(a) as being unpatentable over Burt 
et al. (hereinafter "Burt", US Patent Publication Application 2005/0005202 A1) in view of 
Aaron et al. (hereinafter "Aaron", US Patent Publication 2003/0188191 Al) and in 
further view of Applicant's Admitted Prior Art (AAPA). 

As per claim 3, Burt, in view of Aaron, does not explicitly discloses the router of claim 2 
wherein the network management system protocol is selected from a group consisting 
of a Simple Network Management Protocol, a Common Management Information 
Protocol and a Common Object Request Broker Architecture protocol. 
However AAPA teaches communication with management use one various standard 
protocols such as Simple Network Management Protocol (SNMP), the Common 
Management Information Protocol (CMIP), and the Common Object Request Broker 
Architecture (COBRA) protocol (page 2, lines 25-29). 

Therefore, one of ordinary skill in the art at the time the invention was made 
would have found it obvious to implement or incorporate AAPA's network management 
system protocol is selected from a group consisting of a Simple Network Management 
Protocol, a Common Management Information Protocol and a Common Object Request 
Broker Architecture protocol in Burt's router in order to report network statistics and any 
event communications from the router to the management system (AAPA, page 2, lines 
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As per claim 4, Burt, in view of Aaron, does not explicitly discloses the router of claim 2 
wherein the management system comprises a network management system/element 

management system. 

However, AAPA teaches as known in the art, the network management system (NMS) 
is a defined hierarchy. The management system typically includes the NMS at an upper 
level, below which are several element management system (EMS) nodes (page 2, 
lines 5-6, 9-10). 

Therefore, one of ordinary skill in the art at the time the invention was made 
would have found it obvious to implement or incorporate AAPA's management system 
comprises a network management system/element management system in Burt's router 
in order to collect information about and manage functions within each managed router 
(AAPA, page 2, lines 11-12). 

4. Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over Burt et al. 

(hereinafter "Burt", US Patent Publication Application 2005/0005202 A1) in view of 
Aaron et al. (hereinafter "Aaron", US Patent Publication 2003/0188191 Al) and in 
further view of Beyda (US Patent Publication Application 2004/0139179 A1 ). 

As per claim 5, Burt, in view of Aaron, does not explicitly discloses the router of claim 1 , 
wherein a set of transmitted one or more packets correspond to a set of packets 
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received at tine router; and 

wherein the circuitry for transmitting is for transmitting the one or more packets within 60 
seconds of when the router receives the set of pacl<ets received at the router. 
However, in an analogous art, Beyda teaches the router monitoring operational 
parameters and generating reports every 10 or 60 seconds to reflect the status 
(paragraphs [0026-0027]). 

Therefore, one of ordinary skill in the art at the time the invention was made 
would have found it obvious to implement or incorporate Beyda's transmitting the one or 
more packets within 60 seconds of when the router receives the set of packets received 
at the router in Burt's router in order to indicate the health of the router and the 
bandwidth utilization (Beyda, paragraph [0026]). 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to BARBARA N. BURGESS whose telephone number is 
(571)272-3996. The examiner can normally be reached on M-F (8:00am-4:00pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Aho Etienne can be reached on (571 ) 272-4001 . The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Barbara N Burgess/ Barbara N Burgess 

Examiner, Art Unit 2457 Examiner 

Art Unit 2457 

December 6, 2008 



/ARIO ETIENNE/ 

Supervisory Patent Examiner, Art Unit 2457 



